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Hardware/Firmware requirements

OmniAccess Stellar: AWOS 4.0.4 or higher

Notice: OmniAccess Stellar AP1101 does not support supplicant option for 802.1x
OmniSwitch: AOS 8.8R01/AQS 6.7.2R02 MR build 160 or higher

OmniVista 2500 NMS: 4.6R2

OmniVista Cirrus: 4.6.2

Executive summary

The purpose of this document is to provision Alcatel-Lucent OmniAccess® Stellar Access Points (AP)
securely, to avoid security breaches such as rogue APs. This document is intended as a guide. It will
demonstrate how to implement security policies and protocols to protect your network's integrity.
Also, this guide explains how easy it is to integrate complicated configurations with the Alcatel-Lucent
OmniVista® 2500 Network Management System.

Mac authentication

Introduction

Media Access Control (MAC) is a simple authentication method that does not require certificates or Public
Key Infrastructure (PKI). When using MAC authentication, a device's MAC adress is verified against a list of
allowed MAC addresses using the RADIUS protocol. MAC authentication is a weak form of authentication
because MAC addresses can be easily spoofed. However, as we will see later in this document, MAC
authentication can complement other more secure methods such as 802.1x.

Authentication against an external RADIUS server

RADIUS is a standard protocol. Every RADIUS server will be able to authenticate an OmniAccess Stellar
Access Point. Indeed, for this scenario, we will use a Network Policy Server (Windows). We're going to
configure all the requirements to enable authentication on an OmniAccess Stellar Access Point based
on the MAC address against an external RADIUS authentication server. For that we will use the following
components:

Windows Server: Active Directory, Network Policy Server (NPS)
OmniSwitch: RADIUS client

OmniAccess Stellar Access Point: End point

OmniVista 2500 NMS: NAC configuration

Authentication policy on Windows server

In this section we will configure a policy to allow the OmniAccess Stellar Access Point to authenticate
using NPS. The first step will be to create a username for each MAC address, as follows:

— Active Directory Users and Computers
File Action View Help

P ¢ = = —_ & - ="
& o 4 XE BHmPaEvTahR
. Active Directory Users and Com|| Name Type Description
. Saved Queries E}Administratur User Built-in account for ad...

M |a.b‘\oc‘3\. 2, alain User

o Emltln " E;alenterpnse User

o ompp & %A\Iowed RODC Password Replication Group Security Group... Members in this group c...

2| Domain Controllers User

ap

_| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

%(El‘t Publishers Security Group... Members of this group ...

%Clrmeable Domain Controllers
‘ DCO0856002DB0 DCO856002DB0
k. N DC08561339A0 DCD856133940
E.;DefaultAccuunt
%Denied RODC Password Replication Group Security Group... Members in this group c..
%DHCP Administrators Security Group... Members who have ad...

Security Group... Members of this group t...

User A user account manage...
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Powershell scripts can help you import a large number of MAC address from a .csv.

Notice: The password is the same string as the username.

Once you've created the users, you should create a group to contain all of the users. In this example, we
have created a group named stellar. Inside this group you can see our two previous users.

stellar Properties ? X

General Members Member Of Managed By

Members:

Name Active Directory Domain Services Folder

& DCD856002D... Iablocal/Users
$ DC08561339... lab local/Users

Add... Remove

e | [

Now we can create the authentication rule for our access point. We will use Network Policy Server (NPS).

Notice: Before you continue, you need to register your NPS server in the Active Directory. Also you will
need to add a RADIUS client, which in our case is an Alcatel-Lucent OmniSwitch®.

We will begin by creating a Connection Request Policy.

€ NPS (Local) Connection Request Policies
|1 RADIUS Clients and Servers
> J Policias * Connection request policies allow you to designate whether connection requests are processet

. Connection Request Policies —
~| Network Policies

‘.n Accounting Policy Name Status Processing Order  Source

M, Templates Management ﬂAP_Requﬁt Enabled 1 Unspecified
,__f testreq Disabled 2 Unspecified
‘_‘f Use Windows authentication for all users Disabled 3 Unspecified
.~ I Secure Wireless Connections Disabled 4 Unspecified

This policy will contain the parameters identified below. In the Overview panel select Policy enabled.
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AP_Request Properties
Overview Condtions ~Settings

Policy name:

Palicy State
If enabled, NPS evaluates this policy while processing connection requests. I disabled, NPS does not evalue this policy.

[ Policy enabled

Network connection method
Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Viendor specific, but neither is required. K your network access serveris an 802.1X authenticating switch or wireless access point,

select Unspecified.
(®) Type of network access server:

| Unspecified o
(O Vendor specific:

[10 >

In the Conditions panel, choose NAS Port Type; under Value you should see Ethernet.

AP_Request Properties
Overview Conditions Settings
Configure the conditions for this network policy.

If conditions match the connection request, NPS uses this policy to authorize the connection request. If conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional policies are configured.

Condition Value
= NAS Port Type Ethemet

Click OK. You can now proceed to Network Policies. We have created a policy named AP_Stellar_Policy.

> 2] RADIUS Clients and Servers
v L:J Policies [ Network policies allow you to designate who is authorized to connect to the network and the circumstances under which they can or cannot conne
] Connection Request Policies —
(1 Network Policies
Status  Processing Order Access Type Source

5 Accounting Policy Name
> il Templates Management i

Grant Access  Unspecified
Grant Access  Unspecified
Grant Access  Unspecified
Deny Access  Unspecfied
Deny Access Unspecified

Enabled

lar_Policy

Secure W Connections Disabled

&
ftest Disabled
Connections to Microsoft Routing and Remote Access server  Enabled

.4 Connections to other access servers Enabled

(LN
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Following is the Overview of the policy.
AP_Stellar_Policy Properties

Overview Condtions Constraints ~ Settings

Policy name: [

Policy State
If enabled, NPS evaluates this policy while performing authorization. If disabled, NPS does not evaluate this policy.

Policy enabled

Access Pemission
If conditions and constraints of the network policy match the connection request, the policy can either grant access or deny
access. What is access permission?

(®) Grant access. Grant access if the connection request matches this policy.
(O) Deny access. Deny access if the connection request matches this policy.

[] \gnore user account dial+n properties.

If the connection request matches the conditions and constraints of this network policy and the policy grants access, perform
authorization with network policy only; do not evaluate the dialin properties of user accounts .

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server type

or Vendor specific, but neither is required. If your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

(®) Type of network access server:
Unspecified v
(O Vendor specific:

10 F

-

The Conditions must match with the parameters below:

AP_Stellar_Policy Properties

Overview Condtions Constraints Settings
Configure the conditions for this network policy.

If conditions match the connection request, NPS uses this policy to authorize the connection request. if conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional policies are configured.

Condition Value
&9 NAS Pott Type Ethemet
£ User Groups LAB'stellar

We can now return to the stellar group we created earlier.

Application note
OmniAccess Stellar Access Point authentication and deployment application note



The Constraints tab will enable you to choose the authentication protocol for the policy. To do this, you
need to select Unencrypted authentication (PAP, SPAP).

AP_Stellar_Policy Properties X

Overview Condtions Constraints  Settings

Configure the constraints for this network policy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:

Allow access only to those clients that authenticate with the specified methods.

Authentication Methods

o8 Idle Timeout EAP types are negotiated between NPS and the client in the order in which they are

s g listed.
¥ Session Timeout '
- EAP Types:
{5 Called Station ID T
ove Up
5 Day and time restrictions
" NAS Port Type Move Down
Add... Edit... Remove

Less secure authentication methods:
[] Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
User can change password after it has expired
[[] Microsoft Encrypted Authentication (MS-CHAP)
User can change password after it has expired
[[] Encrypted authentication (CHAP)
[A Unencrypted authentication (PAP, SPAP)
[] Allow clients to connect without negatiating an authentication method

o |

In the last tab labelled Settings, you will need to add a custom attribute which is the Filter-Id. The
Filter-id must match with the UNP/ARP profile configured on your OmniSwitch. For this example, it's
MAC_AUTH.

AP_Stellar_Policy Properties X

Overview Conditions Constraints Settings

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS Atiributes

To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Vendor Specific
Routing and Remoie Access
ifﬂ Multilink and Bandwidth

~ Allocation Protocol (BAP) Aftributes:
F IPFilters Name Value
g Encryption Fitter-Id
. " Framed-Protocol PPP
j’ IF Settings Service-Type Framed
Add... Edit_ Remove

The authentication process on the authentication server is now complete. We can proceed to the
OmniVista configuration.
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OmniSwitch configuration through OmniVista

Following is the process to enable a secure port on an OmniSwitch through OmniVista:

+ Add an authentication server

- Create an AAA profile

+ Create an Access Auth Profile and Deployment
+ Create an Access Role Profile and Deployment

Adding an authentication server

# Home - Security - Authentication Servers

RADIUS

Create Server

RADIUS Server Management
Create RADIUS Server

* Server Name
* Host Name/IP Address
Backup Host Name/IP Address
Retries

Timeout

* Shared Secret

* Confirm Secret
Authentication Port
Accounting Port

i) VRF Name

Create an AAA profile

Radius_Windows

&

) indicates  reauired ield

1722011

Enter Backup Host Name/IP Address (v4 | v6)

3 v

2 ‘ v
------- |
1812 ‘ P
1813 v
default

AAA Server Profile

Create AAA Server Profile

“Profile Name

Radius_Srv_Profile

Chindicates 8 required fiakd

Authentication Servers

802.1X
MAC
MAC Primary
Secondary
Tertiary
Quaternary

Accounting Servers

Advanced Settings (Optional)
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Creating an Access Auth Profile and Deployment

# Home - Unified Access - Unified Profile - Template - Access Auth Profile

Access Auth Profile ¢

Create Access Auth Profile no Highlight

) incicates & recuired fiel

* Profile Name: Radius_Auth_Profile

Default Settings

AAAServer Profile  Radius Srv_Profile
Port-Bounce
macautn  @EEED)
802.1X Auth

Dynamic Service

Customer DomainID 0
L2 Profile
apmode @RI v secure

# Home - Unified Access - Unified Profile - Template - Access Auth Profile

Access Auth Profile ErEmEonoonos
seces oo [ N I D €

Profile Name  Radius_Auth_Profile

Profile Name AAA Server Profile Part-Bounce MAC Auth Default Settings

] ovBriageDefaultPortTempiate Disable Enable
AAA Server Profile  Radius_Srv_Profile
ovWirelessDefaultPortTempl.. Disable Enable
Port-Bounce  Disable
ovAccessDefaultPortTemplate Disable Enable

MAC Auth Enable

adius_Auth_Profile Radius_Srv_Profile . Enable

802.1X Auth Disable
Dynamic Service none
Customer Domain ID 0
L2 Profile
» AP Mode Enable

Shave [All Showing All & rows | ]I l Secure  Enable

No Auth/Failure/Alternate

Creating an Access Role Profile and Deployment

Access Role Profile

Edit Access Role Profile no Highlizht

* Profile Name RadiusProfile

Access Role Profile Attributes

We now define the profile name. This name should match the Filter-Id you've set in the RADIUS server
settings. If the authentication is successful, the Access Point will be mapped to the VLAN 115, which is the
management VLAN .

Notice: If you wish to restrict more traffic you can add a policy list to only tolerate traffic toward the
OmniVista IP address. To do this you will need to apply the policy list rules to your Access Role Profile.
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Access Role Profile

= Access Role Profile Assignments

1. Select Devices Select Devices

Select the mapping method for access role profile(s) and devices to apply the configuration

2. Configure the period policy

3. Configure the location policy Configure the mapping method for RadiusProfile

4. Review —
Mapping Method Map To VLAN -

(i) VLAN(S) +

(e.g. 5 or 10-20)

(i) Select devices to apply the configuration

1 Device EDIT 0 AP Groups m

List of Selected Devices

Q Search all ...
Friendly Name Type Version Status. Name
®172.20.1.254 052360-P24 5.1.43.R02 052360
Access Auth Profile Assignments
Access Auth Profile  Radius_Auth_Profile
Devices
1 Device 0AP Groups
List of Selected Devices
Q Search all .
Friendly Name Type Version Status. Name Address MAL Address Location DNS Name
172201254 052360 P24 5.1.43R02 U | 052360 172201254 94:24%1S5580:7d  Unknown
Add Port
Port Type: VLAN Port
UNP VLANs: Add UNP VLANs
©® Add/Remove Ports
AVAILABLE 27 SELECTED 1
Q Searchall ... Q Search all ...
[] liPort Description IF Index Alias Port Description IF Index Alias
1 1nn Alcatel-Lucent Enterprise 05236.. 1001 N/A Alcatel-Lu Enterprise 05236 1007 N/A
] 1172 Alcatel-Lucent Enterprise 05236.. 1002 N/A
[ 173 Alcatel-Lucent Enterprise 05236.. 1003 N/A LT
[ 11/a Alcatel-Lucent Enterprise 05236.. 1004 N/A
D 1/1/5 Alcatel-Lucent Enterprise 05236.. 1005 N/A
[ 17176 Alcatel-Lucent Enterprise 05236.. 1006 N/A
[ 1178 Alcatel-Lucent Enterprise 05236.. 1008 N/A
D 1/1/9 Alcatel-Lucent Enterprise 05236.. 1009 N/A
[ 1110 Alcatel-Lucent Enterprise 05236.. 1010 N/A
D 1/1/11 Alcatel-Lucent Enterprise 05236.. 1011 N/A
[ 1112 Alcatel-Lucent Enterprise 05236.. 1012 N/A
D 1/1/13 Alcatel-Lucent Enterprise 05236.. 1013 N/A
Showing all 27 items Showing Page 10f 3 1 n Showing all 1 item Showing Page 1 af 1 1
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OmniSwitch results

Once the configuration has been applied, we can see that the access point has been successfully authenticated.

— sh unp user

Username
--+
115 RadiusProfile

Total users : 1

— sh unp user details
Port: 1/1/7
MAC-Address: d
SAP
Access Timestamp
User Name
IP-Address
Vlian
Authentication Type
Authentication Status Authenticated,
Authentication Failure Reason -

Authentication Retry Count
Authentication Server IP Used 20.1.1,
Authentication Server Used Radius Windows

OmniSwitch configuration through CLI

Following is the process to enable a secure port on an OmniSwitch through CLI

Add a RADIUS server
+ Create an AAA profile
+ Create a UNP profile and template
+ Apply an authentication method on the UNP port

Add a RADIUS server

aaa radius-server “DCl” host 172.20.1.1 auth-port 1812 key alcatel

Create an AAA Profile

aaa profile “MAC_AUTH_Profile”
aaa profile “MAC_AUTH_Profile” device-authentication mac “DC1l”

Create a UNP profile and template

We define the profile name. This name should match with the Filter-Id you've set in the RADIUS server
settings. If the authentication is successful, the access point will be mapped to the VLAN 115, which is the
management VLAN .

Notice: If you wish to restrict more traffic you can add a policy list to only tolerate traffic toward the
OmniVista IP address.

unp profile “MAC_AUTH”
unp profile “MAC_AUTH” map vlan 115

unp port-template MAC_AUTH direction both aaa-profile “MAC_AUTH_Profile”
classification ap-mode secure admin-state enable
unp port-template MAC_AUTH mac-authentication

Applying an authentication method on the UNP port

unp port 1/1/5 port-type bridge
unp port 1/1/5 port-template MAC_AUTH
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Authentication using OmniVista UPAM RADIUS server

In this scenario we're going to configure all the requirements to enable authentication on the
OmniAccess Stellar Access Point, based on the MAC Address UPAM which is the authentication module
embedded in the OmniVista 2500 NMS . To do this we will use the following components:

+ OmniSwitch: RADIUS client
+ OmniAccess Stellar Access Point: End point
+ OmniVista 2500 NMS: Authentication server, configuration

Create an Access Role Profile (ARP)

First, we are going to create a profile and map it to a VLAN. The management VLAN ID is 115.

# Home - Unified Access Unified Profile - Template Access Role Profile

Access Role Profile

Create Access Role Profile

" Profile Name UPAM_MAC

Access Role Profile Attributes

(i) Auth Flag
(1) Mobile Tag Status

(i) Redirect Status

Once created, we must apply the ARP to the access switch to which the AP is connected.

# Home - Unified Access Unified Profile - Template Access Role Profile

Access Role Profile
ecssnoerore [N N D) X €

Search ...

Profile Name UPAM_MAC

Profile N: Auth Fl; Mobile Tag Stat Redirect Statt - -
L1[FroneName — e et Status Access Role Profile Attributes

[[] defaultWLANProfile Disable Disable Disable
Auth Flag Disable

[] RadiusProfile Disable Disable Disable
Mobile Tag Stats Disabl
UPAM_MAC Disable Disable Disable ouielagelny  Lbade

Redirect Status Disable
Policy List
Location Policy Name
Period Policy Name

Inactivity Interval

We choose the VLAN we want to map to the ARP we've just created. To complete this process, select the
access switch, then click on Apply.
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Access Role Profile

Access Role Profile Assighments

1. Select Devices Select Devices
Select the mapping method for access role profile(s) and devices to apply the configuratior

2. Configure the period policy

3. Configure the location policy Configure the mapping method for UPAM_MAC

4. Review
Mapping Method Map To VLAN

uLan

(e.g. 5 0or 10-20)

(i) Select devices to apply the configuration

1 Device 0 AP Groups m

List of Selected Devices

Q Search all ...
Friendly Name Type Version Sta
®17220.1.254 052360-P24 5.1.43.R02 E

Importing the access point MAC address

For the first step, we will import the list of access point MAC addresses into the OmniVista local database.
It will be used as a reference for authentication. It helps automate the identity creation.

# Home - UPAM - Authentication Company Property

S]] ]

Company Property

Company Property Online Devices

& Export to .csv

Click this button
more data.

Got It!

Search ...

[] Employee Account Device Mac Device Name Device Category Device Family Device 05

No items to show

When you click on Import you can download a template to import identities.

& Import File

ZTemplate Choose File

Note:

-Only support xls/csv/xlsx
file.

-No more than 50,000 data
per file.

Cancel
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Notice: Be sure to specify the Access Role Profile name in the file you wish to import. Following is an
example of the file .

Device Mac(*) Device Name Employee Account Device OS Access Role Profile Policy List

df:df:de:ee:ff:f2 AP-NAME1 AccessPoint Unknown UPAM_MAC Policy1

Once the import process is complete you will be able to see all the access point identities on the
Company Property tab.

# Home - UPAM - Authentication Company Property
Company Property
Company Property
Employee Account Device Mac Device Name Device Category Device Family Device 05 Enable Device Specifi
DC08561339A0 AP-39:40 Disabled

Create an authentication strategy

We can now create an authentication strategy. Specify Local Database, as the authenication is verified
with the OmniVista UPAM RADIUS server and the Access Role Profile previously defined.

# Home UPAM Authentication Authentication Strategy

Authentication Strategy

Edit Authentication Strategy

*Strategy Name test_mac_upam
Authentication Source None @ Local Database O External LDAP/AD O External Radius

Network Enforcement Policy

Default Access Role Profile UPAM_MAC -

Default Policy List -
Other Attributes
Attribute Value
Select -
Web Authentication ® None O Guest O Employee O Guest and Employee
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Create an Access Policy

To complete the configuration, we create a Policy. First define a Policy Name and set a Priority. Next,
specify the Mapping Condition for the authentication. Set the Authentication Type to MAC and
the Network Type to Wired. These conditions will help to filter incoming requests. Last, select the
Authentication Strategy you set up in the previous step.

Access Policy

Edit Access Policy

*Policy Name test_mac_upam_ap
U priority | 5 EEIN
i,*Mapping Condition @ Basic Attribute O Advanced Attribute
Attribute Operator Value
Select -
Authentication Type Equals MAC x
Network Type Equals Wired x
“Authentication Strategy test_mac_upam v

OmniVista results

On the Authentication Record tab we can see the access point has been successfully authenticated with
the configured parameters.

Authentication Record
e secors o (TN (CEEEETD) T XD 2

Account Name Client IPv4 Client IPv6 Device MAC
AccountName  DC08561339A0
DC08561339A0
Account Type Employee
[] DC08561339A0 DC08561339A0
Client IPva
[] DC08561339A0 DC08561339A0
[] DCO8S61339A0 DC08561339A0 R
DC08561339A0 DC0O8561339A0 Device MAC ~ DCO8561338A0
[] DCOBS61333A0 DC08561339A0 Authentication Type  MAC
[] DCO8561338A0 DCO8561339A0 Service Type  Call-Check
Auth Resource Local Database
Access Policy  test_mac_upam_ap
Authentication Strategy  test_mac_upam
Web Access Strategy
Show:[All ~ Showing All 7 rows ‘ ‘ ‘

Authentication Result ~ Pass

Session Start  Jan 25, 2023 5:27:15 pm
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802.1x authentication

Introduction

EAP-TLS is considered the gold standard for network authentication security, however, despite being
universally recognised as ultra-secure, it's still not widely implemented. That's largely because EAP-TLS
was developed before the industry had the mature device onboarding solutions necessary for smooth
device configuration at an enterprise-scale. Despite its reputation for being a complex procotol to
implement, it is very simple to configure using OmniVista UPAM .

Workflow

OmniVista

@ Authentication Initiation Communication with UPAM module on
OmniVista
° Access Allowed or Rejected o Result of AP authentication

802.1x using OmniVista UPAM (Built-in certificates)

Create an AAA Server Profile

We need to create a Profile to define the Server to which the access points will authenticate. For this
scenario it will be the OmniVista UPAM authentication module.

# Home - Unified Access - Unified Profile - Template - AAA Server Profile

AAA Server Profile

S

Create AAA Server Profile

) indicates 3 reauired field

“Profile Name UPAM_1x

Authentication Servers

802.1X
802.1X Primary | UPAMRadiusServer ‘ -

Secondary
Tertiary

Quaternary
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OmniAccess Stellar Access Point authentication and deployment application note

17



Create an Access Role Profile and Deployment

For this scenario we're going to use another ARP name and another Management VLAN in order to create a

clean configuration. First, we create an Access Role Profile and we map it to the Management VLAN.

Access Role Profile

Create Access Role Profile

" Profile Name

Access Role Profile Attributes

(i) AuthFlag
\i) Mobile Tag Status

(i) Redirect Status

# Home - Unified Access - Unified Profile - Template

UPAM_1X_ARP

Access Role Profile

Access Role Profile

Access Role Profile

Search ...

[] Profile Name Auth Flag
[] defaultWLANProfile Disable
[C] RadiusProfile Disable
[] uram_mac Disable
[ —test Disable
}UF‘AM,IX ARP Disable

‘

Show:

Access Role Profile

Access Role Profile Assignments

. Select Devices

2. Configure the period policy

3. Configure the location policy

4. Review

Application note

Apply to Devices
& Exportto.csv | Add to Report u

Profile Name UPAM_IX_ARP

Mobile Tag Status Redirect Status < 5
N Access Role Profile Attributes
Disable Disable
Auth Flag Disable

Disable Disable

" Mobile Tag Status ~ Disable
Disable Disable
Disable Disable Redirect Status Disable
Disable Disable Policy List

Location Policy Name
Period Policy Name
Inactivity Interval
» Bandwidth Control Settings

Showing All 5 rows | | ‘ Upstream Bandwidth

Select Devices
Select the mapping method for access role profile(s) and devices to apply the configuration

Configure the mapping method for UPAM_1X_ARP

Map To VLAN

Mapping Method
AN
(e.e. 5 or 10-20)

(1) Select devices to apply the configuration

1 Device EDIT ~ 0 AP Groups m

List of Selected Devices

Q Search all ...
Friendly Name Type Version Status
®172.20.1.254 052360-P24 5.1.43.R02 m

OmniAccess Stellar Access Point authentication and deployment application note
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Create an Access Auth Profile

Next, we create an Access Role Profile where we define the AAA profile to use and the authentication
method that the destination port will support.

# Home Unified Access Unified Profile Template Access Auth Profile

Access Auth Profile

Create Access Auth Profile

* Profile Name \ UPAM_1x_AAP

Default Settings

AAA Server Profile | UPAM_1x

Port-Bounce OISABLE
MAC Auth DISABLE
802.1X Auth

Dynamic Service

Customer Domain 1D o]
L2 Profile
AP Mode Secure

Then, we apply the configuration to the destination switch and ports.

# Home Unified Access Unified Profile Template Access Auth Profile

Access Auth Profile [ Avoly 10 Devices | cione | + |
< oo o [ [ o] ]

Search

Profile Name UPAM_1x_AAP

Profile Name AAA Server Profile Port-Bounce MAC Auth o
0 Default Settings

[] ovBridgeDeraultPortTempiate Disable Enable
AAA Server Profile  UPAM_1x
D ovWirelessDefauitPortTempl.. Disable Enable
Port-Bounce Disable
D ovAccessDefaultPortTemplate Disable Enable
[] Radius_Autn_Profile Radius_Srv_Profile Disable Enable MACAU.  Doabk
[] UPAM_MACAAP UPAM_MAC Disable Disable 802.1X Auth  Enable

UPAM_1X_AAP _1x Disable Disable Dynamic Service none

Customer DomainID 0

L2 Profile

Access Auth Profile

Access Auth Profile Assignments

Access Auth Profile UPAM_1x_AAP

Devices

1 Device EDIT ~ 0 AP Groups m

List of Selected Devices

Q Search all ...

Friendly Name Type Version Status
®172.20.1.254 052360-P24 5.1.43.R02 m
Add Port

Port Type: VLAN Port
UNP VLANs: Add UNP VLANs
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6 Add/Remove Ports

AVAILABLE 27 SELECTED 1

Q, Search all ... Q Searchall ...

[] 1 Port Description IF Index Alias [v Port Description IF Index Alias
[ 111 Alcatel-Lucent Enterprise 05236 1001 N/A ucent Enterprise 05236.

1 1172 Alcatel-Lucent Enterprise 05236 1002 N/A

] 13 Alcatel-Lucent Enterprise 05236.. 1003 N/A

[ 1/1/a Alcatel-Lucent Enterprise 05236 1004 N/A

1 s Alcatel-Lucent Enterprise 05236 1005 N/A e e

D 1/1/6 Alcatel-Lucent Enterprise 05236 1006 N/A

1 17 Alcatel-Lucent Enterprise 05236.. 1007 N/A

1 119 Alcatel-Lucent Enterprise 05236 1009 N/A

1 11710 Alcatel-Lucent Enterprise 05236 1010 N/A

] 111 Alcatel-Lucent Enterprise 05236 1011 N/A

D /1712 Alcatel-Lucent Enterprise 05236 1012 N/A

1 11213 Alcatel-Lucent Enterprise 05236 1013 N/A
e Showing Page 1 of 3 1 - showing a1l 1 item Showing Page 1 of 1 1

Create an Authentication Strategy

# Home UPAM - Authentication Authentication Strategy

Authentication Strategy
Create Authentication Strategy
“StrategyName | 1x UPAM Auth

Authentication Source None @® Local Database O External LDAP/AD O External Radius

Network Enforcement Policy

Default Access Role Profile ‘ UPAM_1X_ARP -
Default Policy List -

Other Attributes

Attribute Value

Select -

WEB Redirection Enforcement Policy

Web Authentication @ None O Guest O Employee O Guest and Employee

Create an Access Policy

# Home UPAM Authentication Access Palicy

Access Policy

Create Access Policy

“Policy Name 1x_UPAM _Policy

W priority | 5 [v ]
(i)*Mapping Condition @ Basic Attribute O Advanced Attribute
Attribute Operator Value
Select -
Authentication Type Equals 802.1X x

"Authentication Strategy 1x_UPAM Auth ‘ - ‘
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Create an AP group

Create New Group

General

“Group Name Groupl

Group Description

Auto-Group VLANs

“RF Profile default profile

802.1X Supplicant on AP Management Port
802.1x suppliant (R )

“Certificate for 802.1X Select

Q | pearct s

Timezone Certs

802.1x using OmniVista UPAM (Custom Certificate)

In this section we will use openssl to create our own Certification Authority (CA) and generate a certificate
for multiple access points among a single AP Group. Then we will import the certificates into OmniVista
which will be responsible for authentication.

Create a Certification Authority

openssl genrsa -out rootCAKey.pem 2048
openssl req -x509 -sha256 -new -nodes -key rootCAKey.pem -days 3650 -out
rootCACert.pem

Create an Access Point Certificate and assign to AP group

openssl genrsa -des3 -out ap_server.key 2048

openssl req -new -key ap_server.key -out ap_server.csr -sha256

openssl x509 -req -in ap_server.csr -CA rootCACert.pem -CAkey rootCAKey.pem
-out ap_server_cert.pem -CAcreateserial -days 365 -sha256

Once complete you will have generated 4 files:

+ The CA private key = rootCAKey.pem

+ The CA public key =» rootCACert.pem

+ The AP public key =» ap_server_cert.pem
+ The AP private key =» ap_server.key

Import the access point certificate to OmniVista

This section is dedicated to importing certificates into OmniVista. First we need to import the certificate for
the access point. To do this, you will use the previously generated key pair and add an 802.1x Client certificate.

Alcatel-Lucent 0
Enterprise
LRI« rome - Network - AP Registation - Certificate
Arroron Certificate B
AP Group
certificate .
Portal Config Fik -
oT/Location/Advanced
Anaytics Server [ Name Type Valicity Start Time: Vaigity Stop Time
Dot VPN servers
O cens 8021 Clent Thu Jul 28 030302 PDT 2022 Fri Jul 28030302 PDT 2023

Export WLAN Support

o [ Apcert 8021X Client Fri Jan 27 OB'56:34 PST 2023 Sat Jan 27 08:56:34 PST 2024
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I . . § . | 1 ~
web server /External Portal Server L

{ Local LDAP

802.1X Client n

In the field Upload AP certificate browse for the access point certificate. In the Upload Server Key File
field, select the private key of the certificate. Lastly, define a name and password used to decrypt the key.

# Home - Network - APRegistration - Certificate

Certificate

Create 802.1X Client Certificate

“Upload AP Certificate 1 ap server.certpem Upioad

Pports PEMOr pem cer der <t

s [

“The Certificte file oniy SUPROFTS ey

mame | apcens
private Key Password | o

Repeat Private Key Password [ wg

To proceed you only need to change a few settings in the AP Group. First, enable the 802.1x Supplicant
feature and then select the certificate profile created in the previous step.

‘ Edit Group
Edit Group Description
Edit Group

General

‘GroupName | Groupl

Group Description

AUTO-Group VLANS

“RF Profile default profile

802.1X Supplicant on AP Management Port
soz1x suppiiant QD)

Certificate for 802.1X  APCert

a [ peren E
Time Built-in Certificate .

Timezone | €S

Daylight saving Time
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Import the CA Certificate to OmniVista

To complete the configuration, you must import the CA certificate that has been created. When the AP
attempts to authenticate to OmniVista, the CA will validate if the client certificate comes from its signature.

Additional Trust CA

Import Additional Trust CA

Pd CAFI 1 roctcAGerLpem

# Home - UPAM - Settings - Additional Trust CA

Additional Trust CA [ s |

Name

CA File Name

Name

Issued by

I S o

validity start Time  Jan

validity Stop Time ~ Jan 24,

Statws  unTrust

Verification

On the OmniSwitch side, we can see that the OmniAccess Stellar Access Point has been
successfully authenticated.

— sh unp user detatils
Port: 1/1/8
MAC-Address: dc

SAP

Access Timestamp

User Name

IP-Address

Vlan

Authentication Type

Authentication Status

01/30/2023 15:08:32,
DCO8561339A0,
172.20.1.100,

172,

802.1x,
Authenticated,

e z a1l Reason
Authentication Retry Count
Authentication Server IP Used
Authentication Server Used
Server Reply-Message
Profile
Profile Source
Profile From Auth Server

0,

UPAM_1X_ARP,
Auth - Pass - Server UNP,
UPAM_1X_ARP,

802.1x using OmniVista (ADCS Certificates)

Suppose you have an existing Public Key Infrastructure (PKI) such as the Windows ecosystem, which
includes Active Directory Certificate Services. You could import the PKI CA and generate a certificate
which would be used for your OmniAccess Stellar Access Points.

Let's now review our certificates. On the left, are the CA certificates to import into OmniVista. (Refer to
Import CA Certificate to OmniVista). On the right are the certificates to apply to the OmniAccess
Stellar AP Group. (Refer to Import Access Point certificate to OmniVista).

Notice: When you generate the access point certificate, be sure to make the private key exportable. The
public/private key pair is required.
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n  Certificate

General Details Certification Path

- Certificate Information

This certificate is intended for the followi

= Allissuance polides
= All application policies

Issued to: lab-DC1-CA-1

Issued by: lab-DC1-CA-1

Valid from 6/29/2022 to 6/29/2027

Install Certificate. ..

n  Certificate

General petails Certification Path

—§ Certificate Information

This certificate is i ded for the following (s):
= Proves your identity to a remote computer

Issued to: ap.lab.local

Issued by: lab-DC1-CA-1

valid from 7/1/2022 to 7/1/2023

[Install Certificate...| Issuer Statement

OmniAccess Stellar Access Point deployment

Scenario

The goal of this section is to present a procedure to securely provision a large number of access points

on your network. For this we will use a double authentication mechanism. The purpose is to authenticate

the access points using two distinct methods. First, the access points will authenticate using the MAC
address. If the access point belongs to the company’s equipment, it will join its AP group in order to
retrieve its configration. The access point will download its certificate to be able to authenticate to the

authentication server using the 802.1x protocol.

Deployment Workflow

Prerequisites
DHCP server:

+ Option 138 enabled with the OmniVista IP address

<

138 OVIP OVIPA v

— Data entry

Server name:

|P address:

Application note
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DNS server:

. Forward Zone myovcloud.net, and a type A registration to the OmniVista IP address.
é?{q EENS Name Type Data
e ﬁ DC1 Ej(same as parent folder) Start of Authority (SOA) [3], dcl.lab.local,,

v [ | Forward Lookup Zones
-] _msdcs.lab.local
=l lab.ocal
- myovcloud.net

dcl.lab.local.

172.20.1.2

Ej (same as parent folder) Mame Server (NS)

Host (A)

Import

In order to make the OmniAccess Stellar Access Point deployment simpler, you can import identities
from a csv file, for example. Typically, you will be able to find all your access points MAC addresses in your
purchase order. Refer to Importing access point MAC address. You can also import access points into

a pre-defined AP group once the OmniAccess Stellar Access Points have reached the OmniVista. It will
automatically drag the access point to the identified AP Group.

macAddress groupName apName location rfProfile
40:50:60::d0:e0:f0 default group AP-40:50 floor default profile
10:20:30::a20:b0:c0 default group AP-10:20 floor default profile

Authentication

For the authentication, here is an example of a workflow to ensure secure access. First, every defined
access point will be MAC-authenticated using OmniVista UPAM. Once they have been successfully
authenticated, they will download settings regarding to the AP Group they belong to and will be
provisioned with a certificate. Refer to MAC Authentication to see how to implement.

MAC Authentication OmniVista

Next, a different authentication method is used which is more secure (802.1x), please refer to 802.1x
Authentication to see how to implement.

802.1X Authentication OmniVista

EAP-TLS

Conclusion

In this document we have discussed the authentication protocols supported by OmniAccess Stellar
Access Points and how to implement them in a large-scale network with a focus on automation and
security while minimising the number of steps for configuration. We also covered how the OmniAccess
Stellar Access Points and OmniSwitch interact with OmniVista's built-in authentication systems (UPAM)
and third-party systems such as Windows Network Policy Server and Active Directory.
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